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TradingTop Privacy Policy

1. Scope of Application

1.1 This Privacy Policy (hereinafter referred to as the “Policy”) applies to the collection, use, 
storage, and protection of personal information by TradingTop (hereinafter referred to as the 
“Platform”, “we”, or “us”) when users access, register, log in to, or use the Platform’s services.

1.2 This Policy applies to all users accessing or using the Platform through websites, 
applications, or any other channels.

1.3 This Policy forms an integral part of the Platform’s Terms of Service and shall have the 
same legal effect.

2.1 In the course of providing services, we may collect the following types of information as 
necessary:

(1) Account and Identity Information

Including but not limited to:

Email address

Username or account identifier

Login credentials (stored in encrypted form)

(2) Trading Account and Connection Information

When you use automated trading features or connect third-party trading accounts, we may 
collect:

Trading account identifiers (e.g., MT4/MT5 account number)

Server and connection details

API keys or authorization credentials (where applicable)

2.2 Important Notice:

The Platform does not collect or store users’ fund account information, bank card details, or any 
deposit/withdrawal permissions.

(3) Usage Behavior and System Data

Including but not limited to:

AI feature usage records

TOP compute usage logs

Operation logs and access records

Device information (e.g., browser type, operating system, IP address)

(4) Payment and Order Information

When you subscribe to or purchase services, we may collect:

Order records

Payment status information
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2. Categories of Information Collected
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2.3 The Platform does not directly process or store complete payment details (such as bank 
card numbers or account passwords). Such data is handled by third-party payment service 
providers.

3.1 We collect and use your information for the following purposes:

To provide, maintain, and improve Platform services

To perform AI-driven analysis and signal generation

To support automated trading functionality

To manage user accounts and subscription status

To provide customer support and technical assistance

To prevent fraud, abuse, or unlawful activities

To optimize system performance and user experience

3.2 We will not use your personal information for purposes unrelated to those described 
above, unless with your explicit consent or as required by law.

4.1 The Platform does not sell, rent, or trade users’ personal information to third parties.

4.2 We may share your information under the following circumstances:

(1) Service Provision Requirements

To deliver services, we may share necessary information with:

Payment service providers (for transaction processing)

Cloud service providers or technical partners (for system operations)

(2) Legal Requirements

We may disclose your information:

As required by applicable laws or regulations

In response to lawful requests from governmental or judicial authorities

(3) Security and Compliance

We may disclose information where necessary to:

Prevent fraud, money laundering, or illegal activities

Address security incidents or policy violations

5.1 Data Storage

Your information may be stored on local servers or within infrastructure provided by third-party 
cloud service providers.

5.2 Security Measures

We implement reasonable technical and organizational measures to protect your data, including 
but not limited to:
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6. User Rights

7. Automated Trading Privacy Notice

8. Cookies and Tracking Technologies

9. Protection of Minors

Encrypted data transmission (SSL/TLS)
Access control and permission management
System monitoring and security auditing mechanisms

5.3 Data Retention

We retain your information only for as long as necessary to fulfill the purposes described in 
this Policy, or as required by applicable laws.

6.1 Subject to applicable laws, you have the right to:

Access your personal information
Correct or update your information
Request deletion of your account and related data
Withdraw authorization (including automated trading authorization)

6.2 You may submit such requests through the Platform’s designated channels, and we will 
process them within a reasonable timeframe.

7.1 When you enable automated trading, you authorize the Platform to access necessary 
trading account information for executing trading logic.

7.2 Such data is used solely for system execution and strategy operation and will not be used 
for any other purposes.

7.3 The Platform does not hold user funds and has no authority over fund transfers.

7.4 All data transmission is conducted through encrypted channels.

8.1 The Platform may use cookies or similar technologies for the following purposes:

Maintaining user login sessions
Enhancing user experience
Analyzing Platform usage

8.2 Users may manage or disable cookies through browser settings; however, doing so may 
affect certain functionalities.

9.1 The Platform’s services are not intended for individuals below the legal age in their 
jurisdiction.

9.2 If we become aware that a minor has provided personal information, we will take 
reasonable steps to delete such data.

10. Cross-Border Data Transfers
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11. Policy Updates

12. Contact Information

10.1 As the Platform operates globally, your information may be processed and stored in 
different countries or regions.

10.2 We will take reasonable measures to ensure the security of data during such transfers.

11.1 The Platform reserves the right to update or modify this Policy in accordance with 
business developments or legal requirements.

11.2 The updated Policy shall take effect upon publication.

11.3 Continued use of the Platform constitutes acceptance of the revised Policy.

If you have any questions or requests regarding this Policy, you may contact us through the 
Platform’s official channels.
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